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About the product

Continent 4

Next Generation Firewall (NGFW)

Purpose:

• Centralized protection of the corporate network perimeter
• User access control to the Internet
• Prevention of network intrusions
• Organization of secure remote access
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Operating modes
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Continent 4 Architecture

Security
■ Application Control (4000+ applications)
■ IDPS
■ Blocking access to malicious sites (Threat Intelligence)
■ URL filtering by categories
■ Traffic filtering by country (GeoIP)
■ SSL traffic inspection (MiTM)
■ Antivirus
■ ICAP file submission to third-party sandboxes
■ Machine learning-based behavioral analysis

Management
■ Centralized infrastructure management via a single 

console
■ LDAP integration
■ User authentication portal and identification agent
■ Transparent authentication (SSO)
■ Flexible monitoring interface
■ Management server redundancy

Form Factor
■ NGFW/UTM security node
■ Layer 2 IDS/IPS
■ Dedicated management platform

Network Technologies
■ Dynamic routing
■ VRF support
■ NAT support
■ Proxy server
■ Multi-WAN
■ QoS
■ High-availability clustering with session synchronization



Management System:
Continent 4 Network Control Center



Management System Continent 4

The unified database of network objects is 
stored in the Control Center (CC).
Any object from the CC database can be 
used in filtering rules.
For each rule, specific nodes can be 
selected for its application.
There is support for CC redundancy.

The security administrator will not need 
to manually configure each node when 
changes are made to the corporate 
network.

Flexible security 
mechanism 

management

Comprehensive 
monitoring system

Detailed IDS policy 
setup

Centralized device 
configuration

Unified database 
of network objects

LDAP integration



Management System Continent 4

The traffic distribution system across 
security mechanisms allows specific 
modules (such as Application Control, 
IPS, and URL reputation) to inspect only 
selected traffic.

This traffic distribution optimizes the 
device's computational resources and 
ensures high throughput without 
compromising the level of security.

Flexible security 
mechanism 

management

Detailed IDS policy 
setup

Centralized device 
configuration

Unified database of 
network objects

LDAP integration

Comprehensive 
monitoring system



Management System Continent 4

User groups from the shared corporate 
directory can be added to filtering rules as 
a source.  

Transparent Single Sign-On (SSO) 
authentication is supported via the 
Kerberos protocol.

This integration simplifies administration, 
auditing, and logging processes.  

There is no need to create new users 
locally.

Flexible security 
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Centralized device 
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Unified database of 
network objects

LDAP integration

Comprehensive 
monitoring system



Management System Continent 4

Centralized management of all Continent 
devices in the network includes their 
policies, routing rules, and traffic filtering 
settings.  

It supports mass deployment of security 
nodes, policy import from third-party 
firewalls, and migration.  

An update scheduler is also available.

Centralized configuration and device 
management simplify both administration 
and auditing processes.

Flexible security 
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management
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setup

Centralized device 
configuration

Unified database of 
network objects
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Comprehensive 
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Management System Continent 4

Detailed configuration of the IDS system 
allows traffic to be inspected only based 
on specified signatures.

The IDS system does not overload the 
device by processing the entire traffic 
flow using all signatures, freeing up 
resources for other security mechanisms 
and reducing the load on the device.
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Unified database of 
network objects
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Comprehensive 
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Management System Continent 4

Monitoring is conducted through a web 
interface independent of the management 
console.  

Logs can be sent to third-party systems 
for analysis via syslog, NetFlow, and 
SNMP protocols.  

Notifications are received regarding 
policy installations.

This monitoring system enables quick 
incident response.

Flexible security 
mechanism 

management

Comprehensive 
monitoring system

Detailed IDS policy 
setup

Centralized device 
configuration

Unified database of 
network objects
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Infrastructure management

Centralized management

▪ Network nodes
▪ Routing settings
▪ Traffic filtering rules
▪ VPN communities

User identification and authentication through the local 
CC database and/or Active Directory using:

▪ SSO via Kerberos
▪ Captive portal
▪ Authentication agents

High-performance event storage and processing system

Real-time event monitoring

Role-based access model for administrators

Multi-factor authentication for remote users:

▪ Certificates on USB tokens
▪ Multifactor.ru service
▪ Avanpost MFA+ platform



Infrastructure management

Administrator tasks are automated via API:

▪ Generation of firewall and NAT rules
▪ Export of Security Node configurations 

to external systems
▪ Export of SN configurations to external 

Control Centers
▪ Scheduled policy application
▪ Scheduled backup creation
▪ Import of Indicators of Compromise 

(IoC) from vendors
▪ Creation of filtering and translation 

rules based on predefined templates

https://github.com/itseccode/c4_tools

Automated migration tools support transitions 
from:

▪ Check Point
▪ FortiGate
▪ Cisco
▪ Palo Alto
▪ UserGate
▪ Continent 3

https://github.com/itseccode/c4_tools


Continent 4 Interface Management



Security Nodes Management

Name of the 
security node

Components



Components



Onion framework

Security 
Layer 1

Security 
Layer 2

Security 
Layer 3

Layer 1:

• Geo Protection

• Applications control (more 4000 
apps)

• URL-filtering and categorize

• SSL-inspection (MiTM)
Layer 2:

• IDPS

• Threat Intelligence (IoC)

• Behavioral Analysis

• Antivirus

Layer 3:

• ICAP



Security Layer 1

Defining applications in network traffic

▪ Basic engine – 1700 apps
▪ Advanced engine – 4000 apps

URL-filtering

▪ Own black and white lists
▪ Predefined categories of sites

URL filtering via TLS/SSL-inspection

URL filtering via Server Name Indication (SNI)

Domain names in filtering rules (FQDN)

Filtering traffic based on countries (GeoIP)



Security Layer 2

Preventing network intrusions

▪ IPS signatures developed by our own laboratory
▪ The ability to work both on the network and on the 

channel levels

Threat Intelligence (IoC)

▪ Security Code
▪ Kaspersky Lab
▪ FinCERT (Russian Federation)
▪ RST-cloud

Analysis of network traffic for anomalies

Antivirus traffic check

▪ Streaming Antivirus



Security Layer 3

Advanced malware search:

▪ Integration with Sandboxes via ICAP



Managing filtering rules

Enabling IPS Gateway to which the 
policy is being set

Filtering conditions
Local or domain users • URL Filtering 

Profile;
• TI feeds;
• AV/ICAP-check

IP addressesCountries Domain names



Application control

Groups, application 
protocols, categories, 

applications

List of 
applications

Search



Proxy Server

System settings for Proxy Server

Proxy Server policies



Signature Management for IPS



IPS Management

Nodes on which IPS 
profiles are 

installed

Specialized profiles for certain types of threats, including 3 preset 
profiles



Behavioral Analysis Module

A machine learning 
system is used



Network functions

Virtual Routing (VRF)

Dynamic Routing

■ OSPF
■ BGP

Support for:

■ Traffic Prioritization (QoS)
■ Multi-WAN Connections
■ VLAN Technology (IEEE802.1Q)
■ Jumbo Frames
■ LLDP
■ BFD



VRF

VRF Tables

Assignment of Interfaces in VRF



QoS

QoS policies

QoS profiles setup

Traffic classes



Multi-WAN

Multi-WAN rules



VPN

L3 VPN and L2 VPN

Topologies:

▪ Full Mesh Network
▪ Star

VPN Traffic Firewall Policy:

▪ Interfaces directed to the Internet
▪ Interfaces directed to internal (local) networks
▪ Schedule limiting VPN operation time
▪ Types of data that can be transmitted

NAT translation within VPN



VPN Management

Management of all 
VPN schemes

Protected resourcesSecurity Nodes between 
which VPN tunnels are 

established

Selection of VPN 
topology and type



Remote access management

Remote access policies User list



Operating modes



Perimeter Firewall NGFW 
Continent 4

Firewall

Internal Firewall Continent 4

User segment

Internet

Server segment
Tasks

▪ Protection of interactions with the 
Internet
▪ User identification
▪ Intrusion detection/prevention
▪ Application control
▪ URL filtering
▪ Connection of remote users
▪ Creation of secure communication channels

▪ Isolation of network segments
▪ High throughput for any packets
▪ Ability to work with extensive traffic filtering 

policies 
▪ High level of fault tolerance



Firewall

IPS

Continent 4 (L2 IPS)

User segment

Tasks

▪ Detection of network threats

Server segment



Platforms

Junior 
performance

Medium
performance

High 
performance

● IPC-R10
● IPC-R50
● IPC-10
● IPC-50

● IPC-R300
● IPC-R550
● IPC-R800
● IPC-3000F LE

● IPC-R1000
● IPC-R1000 NF2
● IPC-R3000
● IPC-3000F
● IPC-3000F40
● IPC-3000NF2



Virtual platforms

Name
Number of 

cores
FW, Mbit/s UTM, Mbit/s L2 IPS, Mbit/s

SOHO 2 4 000 700 1 000

SMB 4 12 000 2 500 2 000

ENT 8 16 000 6 000 5 500



Licensing

Модуль Security Node Basic UTM Advanced UTM

Network Control Center ✓ ✓ ✓

Firewall ✓ ✓ ✓

Access Server ✓ ✓ ✓

Application control (1700 protocols and apps) ✓ ✓ ✓

URL filtering ✓ ✓ ✓

Advanced application control (4000 protocols and apps) ✓ ✓

Intrusion detection system ✓ ✓

GeoIP traffic blocking ✓ ✓

Malicious site protection ✓

Pre-configured URL categories ✓

Stream antivirus ✓

High-performance firewall (NF2) Not included in the Security Node (SN)/UTM, purchased 
separately. License duration is perpetual.

L2 VPN Not included in the Security Node (SN)/UTM, purchased 
separately. License duration is perpetual.



Company Overview



Comprehensive approach to information 
security



Company overview

Company «Security code» – is a Russian developer of software and hardware solutions that ensure the 
protection of information systems and their compliance with international and industry standards.

• For over 30 years, Security Code has been safeguarding the security of the largest enterprises in Russia.
• It operates under 9 licenses from FSTEC, FSB, and the Ministry of Defense of Russia.

• Its protection technologies ensure the security of 3 000 000 computers across 50 000 organizations.

• The company has 3 development centers: Moscow, St. Petersburg, and Penza. 

• There are more than 800 qualified R&D specialists with unique competencies.

• Over 50 security solutions and cryptographic security tools have been developed.

• More than 60 active certificates of compliance confirm the high quality of its products.

• The company’s partner network includes over 1 000 authorized partners.

The competence of Security Code is confirmed by independent analysts:
• «Largest manufacturers of high-tech equipment»: №1 («Expert RA»), №3 («Kommersant»).
• «Largest software developers»: №7 («Expert RA»), №9 («Kommersant»).  
• «Largest IT companies in Russia»: №30 («Kommersant»), №47 (TAdviser).



Key Clients

Центральный банк 
Российской Федерации

ПАО «Сбербанк»

АО «Российские 
космические системы»

ПАО «ГМК «Норильский 
никель»  ГК «Росатом» ПАО «Газпром» ПАО «АК «Транснефть» ПАО «НК «Роснефть»»

Financial Institutions:

Industrial Enterprises: Energy Sector Enterprises:

АО «Газпромбанк»

Министерство внутренних  дел
Российской Федерации 

Федеральная служба 
безопасности Российской 

Федерации 

Министерство обороны
Российской Федерации 

Law Enforcement Agencies:

Федеральная служба охраны 
Российской Федерации 

ГК «Внешэкономбанк»

Telecommunications Companies:

ГК «АКАДО Телеком» АО «Воентелеком»

ПАО «Ростелеком»Федеральное 
казначейство России

Федеральная налоговая  
служба России

Федеральная таможенная 
служба России

Министерство юстиции 
Российской Федерации

Центральная избирательная 
комиссия Российской 

Федерации

Government Organizations: 

Федеральный Фонд  
обязательного 
медицинского 
страхования

ПАО «Промсвязьбанк» Банк ВТБ (ПАО) ПАО «Московский 
кредитный банк»

ПАО «МГТС»

ГК «Ростех» ПАО «Россети»

АО «АЛЬФА-БАНК»



Documentation on Continent 4



 

   

          Thank you!

Headquarters: Moscow, 1st Nagatinskij proezd, 10, bldg. 1

Service center: Moscow, Elektrolitnyj proezd, 9, bldg. 1 

Phone: +7 (495) 982-30-20 

E-mail: info@securitycode.ru

www.securitycode.ru  

mailto:info@securitycode.ru
http://www.securitycode.ru/

